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3
Should I provide a statement to the OAIC?

The questions in this section will assist you to determine 
whether you should provide a statement to the OAIC 
regarding the Data Breach. 7

Sending statement and supporting documents 
to the OAIC

Once you have obtained your supporting documents 
and completed your statement, you need to send 
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Further information on the background to the Data Breach, including the Notice, can be found on 
the Commissioner’s website:
https://www.oaic.gov.au/engage-with-us/immigration-data-breach-privacy-complaint/

On 10 February 2014, the Department of Immigration and Border Protection (now known as 
the Department of Home Affairs) published, in error, a detention report on its website which 
contained embedded personal information of individuals who were, as at 31 January 2014, in 
immigration detention, in community detention, or in alternative places of detention (detainees 
held in Nauru or on Manus Island on 31 January 2014 were not affected by the Data Breach).

The information published as a result of the Data Breach consisted of full names, gender, 
citizenship, date of birth, period of immigration detention, location, boat arrival details, and 
the reasons which led to the person becoming an unlawful non-citizen under the Migration Act 
1958 (Cth). This information is referred to by the OAIC as “personal information” and that term 
is used in this document to describe the information published by the Department.

The detention report was downloaded 123 times and accessed from a range of sources, according 
to an external review report produced by KPMG. It was not removed from the Department of 
Immigration and Border Protection’s website until 19 February 2014 and from The Internet 
Archive, a digital library of Internet sites, until 27 February 2014.

On 30 August 2015, a representative complaint was made to the Commissioner regarding the 
Data Breach pursuant to the Privacy Act 1988 (Cth) (Representative Complaint). Under the 
Privacy Act, a representative complaint is a complaint made by a person on behalf of other 
persons who have similar complaints about an act or practice that may be an interference with 
their privacy.

In response to the Representative Complaint, the Commissioner may make a determination. 
The Commissioner has broad powers, including the ability to make a determination regarding 
compensation for loss or damage suffered by individuals affected by the Data Breach.

In around February 2018, the Commissioner published a notice to all persons in immigration 
detention on 31 January 2014 regarding the Data Breach (Notice). In the Notice, the Commissioner 
requested that all persons who were in detention on 31 January 2014 and who consider they have 
suffered loss or damage as a result of the Data Breach provide a statement regarding the loss or 
damage as well as any documentation which supports their claim. Statements and supporting 
documents regarding an individual’s loss or damage must be provided to the Commissioner by 
no later than 4.00pm on 12 July 2018. 

After the Commissioner makes a determination, persons who have participated in the complaint 
may have the right to seek a review of the determination by making an application to the Federal 
Court of Australia or to the Federal Circuit Court of Australia.

An application for review must be made to the Court within 28 calendar days of the OAIC 
sending the determination to participants (that is, the day it is sent, not the day received). It 
is recommended that you seek independent legal advice before you make an application for a 
review, as such applications are legally technical and can involve additional fees and costs.

Background information2About this guide1
This guide contains a step by step process for persons whose information was disclosed in error 
by the Department of Immigration and Border Protection in February 2014 and their advocates. 
It has been designed to allow you to prepare a statement and supporting documents to send to 
the OAIC, if you decide you wish to participate in the complaint.

Whether you decide to participate in the OAIC complaint or not is in no way connected to your 
immigration status in Australia. The complaint process is limited to determining your eligibility for 
compensation for the loss or damage you may have experienced as a result of the Data Breach or 
other appropriate remedies, and participation is not compulsory. Participating in the complaint 
will not help you to secure a visa. Nor will it reduce your chances of receiving or keeping your visa, 
unless you were to provide the OAIC with incorrect or false information, in which case it could 
negatively affect your visa application.

The deadline to provide a statement and supporting documents to the OAIC is 4pm on 12 July 2018. 
If you want to provide the OAIC with documents that support your statement, it is important that 
you start requesting these documents now as it will take time for you to obtain them. You should 
provide the OAIC with whatever statement and supporting documents you have by this deadline, 
even if you have not received all of the documents you have requested by then.

If you do not provide any information to the OAIC by 12 July 2018 you may lose the right to seek 
compensation regarding the Data Breach. 

Due to the large number of people affected by the Data Breach, it may not be possible for 
volunteer advocates or lawyers to assist all individuals to provide their documents and statement 
to the OAIC. You can contact one of the groups listed on Page 11 of this guide if you have any 
questions. 

If you have a lawyer or registered migration agent acting for you in relation to the Data Breach, 
your immigration to Australia, or your detention, you should inform them that you are providing 
a statement and supporting documents to the OAIC, as the information you provide to the OAIC 
may impact on other legal claims you may have.

This guide is available in a number of languages at: www.slatergordon.com.au/data-breach

If you require the guide to be translated in a different language please contact us by:
EMAIL: databreach@slatergordon.com.au 
PHONE: (03) 9602 8658 

In addition to making this guide freely available to all group members, Slater and Gordon 
Lawyers will prepare submissions to the OAIC regarding the process of its investigation into the 
Data Breach, the matters the Information Commissioner (Commissioner) should consider, and 
the legal principles relevant to the availability and assessment of compensation.



Data Breach Guide    |      43     |     Data Breach Guide

Should I provide a  
statement to the OAIC?3
These questions will assist you to determine whether you should provide a statement to the 
OAIC regarding the Data Breach.

Question 1
On 31 January 2014, were you in Australia (including Christmas Island) in an immigration 
detention center, in community detention, or in an alternative place of detention?

If NO: the Data Breach representative complaint does not apply to you and you do not need to 
provide a statement to the OAIC.

If YES: please continue to Question 2.

Note: If you are unsure of where you were located on 31 January 2014, you can ask your case manager or contact the 
Department of Home Affairs on 02 6264 1111. The Regional Processing Centers on Manus Island and Nauru are not in Australia.

Question 2
Have you suffered loss or damage as a result of the Data Breach?

If NO: As you have not suffered any loss or damage as a result of the Data Breach, you are not 
entitled to compensation, and there is no need for you to provide a statement to the OAIC.

If YES: please continue to the “If you have suffered loss or damage” section below.

Note: Loss or damage can include emotional, physical, or financial loss or damage. Emotional or physical loss or damage 
can include injury to feelings, humiliation, stress, anxiety, or any other negative impact on your mental or physical 
health as a result of the Data Breach. Financial loss can include an inability to work or loss of business income as a result 
of the Data Breach. Any loss or damage you wish to claim must be caused by the Data Breach.

If you have suffered loss or damage: Your Three Main Options
1 Provide a statement and supporting documents to the Commissioner by 4.00pm on 12 July 2018. Instructions 

on how to prepare a statement and collect documents starts on page 4 of this guide. 

2 Withdraw from the Representative Complaint using the opt-out notice set out at paragraphs 11 and 12 of 
the Notice and make an individual complaint to the Commissioner. Withdrawing from the Representative 
Complaint (known as ‘opting out’) will mean that you will not be affected by any determination that the 
Commissioner makes about the Data Breach and you will be free to make a separate complaint to the OAIC 
if you wish, however, you will also not be entitled to receive any form of remedy or compensation through 
the Representative Complaint. If you have known about the Data Breach for more than 12 months, and 
have not already made an individual complaint about it, the Commissioner may decide not to investigate 
any individual complaint you might make after you opt out. Because of this, you should carefully consider 
whether to opt out of the Representative Complaint, as opting out may mean that you will be unable to 
obtain any remedy or compensation in respect of the Data Breach at all, due to an inability to pursue your 
individual complaint.

3 If you do not wish for your loss or damage to be assessed by the Commissioner as part of the Representative 
Complaint process, and instead wish to bring individual court proceedings, you are able to opt out from 
the Representative Complaint using the process set out at paragraphs 11 and 12 of the Notice. Opting out of 
the Representative Complaint will mean that you will be unable to obtain compensation in respect of the 
Data Breach through the Representative Complaint process, so consider this carefully before making any 
decision about whether to opt out.

Although other legal options may be available to persons affected by the Data Breach, such as those 
described above, each has its own risks and benefits that should be considered in relation to your 
own personal circumstances. This guide does not provide advice about those matters – if you wish to 
consider any of them, you should seek independent legal advice specific to your own circumstances.

What documents should I provide to 
the OAIC and how do I obtain them?4

These documents can be requested by sending an email to: databreach2014@homeaffairs.gov.au

In your email, provide your full name and date of birth and state: “I request copies of my 
Statement of Claims, Case Management Notes, Decisions Records and my complete Health 
Records since 1 January 2014”.

Once you receive your documents you should read through them and work out whether there 
are any references to the Data Breach or any harm, loss or damage you suffered as a result of the 
Data Breach. The references may be to stress, anxiety, fear or any other type of consequence 
that was caused by the Data Breach. The documents do not need to refer specifically to the 
Data Breach in order for them to be relevant – a document can be relevant if it refers to any 
consequences of the Data Breach you were experiencing even if it does not contain any references 
to the Data Breach. The documents that are relevant to the Data Breach should be provided to 
the OAIC along with your statement.

Other documents to request 
If you spoke to a doctor, counselor, psychologist, health worker, registered migration agent, 
lawyer, or anyone else about the Data Breach and its impact on you, it is possible that they made 
a file note or other record of your conversation which could be used to support your claim for 
loss or damage. You should contact anyone who you spoke to about the Data Breach and ask 
them if they have any file notes about you that refer specifically to the Data Breach. If those 
file notes have information about you and the Data Breach, you should request a copy of those 
documents. 

Important: If you obtain any documents from a lawyer or registered migration agent you should 
ask them whether you should provide these documents to the OAIC, as doing so could have 
consequences for other legal matters you may have.

If you ran your own business or were employed in the last four years, or if you have had to pay any 
amounts of your own money because of the Data Breach, you may have experienced financial 
harm or damage as a result of the Data Breach. For example, if you were unable to work because 
of illness caused by the Data Breach, you may be able to request sick leave documentation from 
your employer.

The documents you collect which support your claim for loss or damage should be provided to 
the OAIC along with your statement. See page 10 of this guide for further instructions on how to 
send your documentation.

Documents held by other persons or organisations may support your claim for compensation and 
assist the OAIC in determining how much compensation, if any, should be paid to you for the loss 
or damage you may have experienced as a result of the Data Breach. You should request these 
documents as soon as possible as it may take some time for them to be provided to you. 

It is important that you do not provide any documents to the OAIC that are not correct or are 
false or misleading. The Department of Home Affairs will receive a copy of the documents you 
provide and if you provide documents which contain false or misleading information, this may 
be used against you in relation to your visa application or in relation to a visa you already hold.

If you are unsure about whether you should provide a document to the OAIC, you should obtain 
legal advice before submitting anything.

Documents to request from the Department of Home Affairs

1. Statement of claims

2. Case management notes

3. Decisions record

4. Complete health records since 1 January 2014
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How do I write a  
statement to the OAIC?5
In order to explain to the OAIC how the Data Breach has affected you, you must prepare a signed 
statement.

In your statement, describe how the Data Breach has affected you. This can range from 
emotional reactions, to any physical harm or issues you have experienced, to any financial costs 
or losses you have incurred. If it is something that has happened to you which you believe was the 
result of the Data Breach, you should describe it in your statement.

Your statement must be written in your own words and from your own perspective. Try to use 
complete sentences and be as clear and precise in your language as you are able. You can write 
your answers in whatever language you feel most comfortable using. If you are using a language 
other than English, it is recommended that you write what language you will be writing in at the 
top of your statement, so that it can be more easily translated.

It is important that your statement is truthful and accurate. If you include details in your 
statement that are not truthful or accurate, it is possible that your statement will be given little 
or no weight, and this could mean that you will not be entitled to receive any compensation as a 
result of the Data Breach. The Department of Home Affairs will receive a copy of your statement 
and if it contains false or misleading information, this may be able to be used against you (both 
in relation to the Data Breach and in matters relating to your immigration status in Australia).

From page 7 of this guide are a series of questions that you can answer as part of your statement. 
You can include anything in your statement that you think is relevant, and you do not need to 
follow the questions below if you do not want to. However, if you are unsure about how to 
complete your statement, you can follow the questions in this guide.

If you decide to answer the questions below, each answer may be as short as a single sentence or 
as long as several paragraphs – any length is acceptable, as long as it includes everything that 
you want to say. If there are any questions below that you do not want to answer, or that you 
think are not relevant to you, you can skip them.

Once you have finished writing all of your answers, you must sign your statement, and write 
your name and the current date beneath your signature.

My statement6

Identifying information
Where possible you should include the following identifying information at the beginning of 
your statement. This will assist the OAIC to identify who you are:

• The language you will be using to complete your statement

• Full name

• Date of birth

• Boat ID and/or Client ID

• Current address

• Email address

• Phone number

• Preferred language

• Do you need a translator (Yes/No)

To prepare your statement you can:

• Complete your answers to the questions on pages 7 to 9 of this Guide in a separate 
document, sign and date the document and submit it to the OAIC with any 
supporting documents you may have; or

• Complete your answers using the Statement Booklet found at www.slatergordon.
com.au/data-breach and submit the completed Statement Booklet to the OAIC 
with any supporting documents you may have.
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1. As best as you can remember, when and where have you been held in  
immigration detention?

2. As best as you can remember, when and where have you been in community detention 
since you arrived in Australia? (If applicable)

3. What is your current visa status? How long have you had this visa status? As best as 
you can remember, what visas have you previously held?

4. How did you first find out that your personal information (such as your name, 
gender, citizenship, date of birth, period of immigration detention, location, boat 
arrival, and the reasons which led to you becoming an unlawful non-citizen) had 
been published by the Department on the internet? When was this?

5. Describe what you first thought when you found out that your personal information 
had been published on the internet by the Department – please describe any emotions 
or feelings you experienced (such as anger, fear, humiliation, stress or anxiety), or if 
there were any other thoughts or concerns you had.

6. Describe any physical reactions you had when you found out that your personal 
information had been published on the internet by the Department – for example, 
did you feel unwell, or tired, did you cry, or have any other physical response? How 
long did you feel this way?

7. If you had reactions like fear, anxiety or stress (or similar responses) when you found 
out about the Data Breach, what were you afraid or worried about? Why? Do you 
still feel this way? Why?

8. Explain whether you had any fears for your own safety or security when you found 
out about the Data Breach – if so, what did you fear? How long did you feel this way?

9. Explain whether you had any fears for the safety or security of people you were close 
to in Australia when you found out about the Data Breach – if so, what did you fear? 
How long did you feel this way?

10. Explain whether you had any fears for the safety or security of any relatives or people 
you knew in your country of origin when you found out about the Data Breach – if so, 
what did you fear? How long did you feel this way?

11. Do you know any other people that you are close to who had their personal 
information published in the Data Breach? If so, how did this make you feel?  
Please describe.

12. If you had an emotional or physical response after finding out about the Data Breach, 
did this affect your daily life? If so, how? Did any part of your life change as a result? 
If so, what changed? How did it change?

13. Was your mood or outlook on life affected after you found out about the Data 
Breach? If so, how was it affected?

14. Describe any effects that the Data Breach had on your relationships with people you 
were close to. This may include family, friends or co-workers or other people in your 
life.

15. Have you talked about the Data Breach with any doctors, nurses, counsellors, 
psychologists, psychiatrists or other mental health workers? If so, as best as you can 
remember, set out who you saw, when you saw them, and why.

16. Did you need medical treatment or assistance as a result of finding out about the Data 
Breach? If so, as best as you can remember, state anything about what the treatment 
or assistance was, when this occurred, and why.

17. Did you have a pre-existing or previous medical condition or illness that was made 
worse as a result of finding out about the Data Breach? If so, explain what the pre-
existing or previous medical condition was, how it affected you before you found 
out about the Data Breach, and how the pre-existing or previous medical condition 
affected you after you learned of the Data Breach (and how long this lasted for).

18. Have you made any complaints or reports about how the Data Breach has affected 
you, to any government department, court, registered migration agent, lawyer or 
other adviser? If so, as best as you can remember, who did you make the complaint 
or report to, when did you did this, and what did you say? Important: If you spoke 
with a lawyer or migration agent you should ask them whether you should provide 
information about your conversations with them to the OAIC, as doing so could have 
consequences for other legal matters you may have.

19. If you have not previously made any complaint or report about having your personal 
information published on the internet by the Department, explain why you did not 
do so.

20. Have you incurred any expenses as a result of having your personal information 
published on the internet by the Department? If so, state what you needed to spend 
money on, why you had to spend that money because of the Data Breach, how much 
you spent, and when.

21. Has having your personal information published on the internet by the Department, or 
your emotional or physical reaction to the Data Breach, affected your ability to work 
or earn money? If so, describe why and how it has had this effect.

22. Describe any other effects that having your personal information published on the 
internet by the Department has had on you that you have not already mentioned in 
any previous response in this document.

23. Do you currently have any fears or worries related to your personal information 
being published on the internet by the Department? If so, what are they? If not, 
when did the fears or worries stop?

My statement6
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24. Describe how you feel today about having your personal information published on 
the internet by the Department. Has it affected you in any way?

25. Are there any specific harms, losses or problems that you have experienced because 
your personal information was published on the internet by the Department? 
Describe anything that you think could be done to fix those issues for you.

26. Do you believe the government of your country of origin or any other authority in 
your country of origin knew that you had sought asylum in Australia? If so, please 
state why you believe this to be the case.

27. In any interviews or meetings with the Department of Immigration, were you told 
that your personal information would be not be shared with anyone, except for a 
purpose related to your protection claim? If so, please state what you were told.

28. Since learning of the Data Breach, did the fact that the Department of Immigration 
released your personal information have any impact on you wanting to speak with 
and provide information to the Department? Please explain why.

29. If you have applied for asylum or protection, did you want the government or other 
authorities in your country of origin to know that you had sought asylum in Australia? 
If so, please explain.

30. If you did not want the government or other authorities in your country of origin to 
know that you had sought asylum or protection in Australia: why do you feel that way? 
Did you think something would happen to you or your family if the government or 
agency in your country of origin knew that you had applied for asylum or protection 
in Australia? If your statement of claims that you have obtained from the Department 
of Home Affairs deals with this issue, you do not need to answer this question.

31. State any other matters that you want the OAIC to know about how having your 
personal information published on the internet by the Department has affected you.

Sending statement and supporting  
documents to the OAIC 7
Once you have obtained your supporting documents and completed your statement, you need 
to send them to the OAIC. It is important that your statement and documents are received by the 
OAIC before the deadline of 4.00 pm on 12 July 2018. 

Before sending any information to the OAIC, complete the following checklist:

If you are unable to provide your statement and documents by 12 July 2018, you may wish contact 
the OAIC and request an extension of time. The OAIC may or may not grant you an extension of 
time. When requesting an extension you should state the reason for the extension and what date 
you would like an extension until. 

If, by 6 July 2018, you have not received written confirmation from the OAIC of an extension for 
you to provide your statement and supporting documents, it is recommended that you provide 
as much information to the OAIC as you can by the deadline, as your request for an extension 
may not be granted.

The OAIC can be contacted by:
EMAIL: repcomplaint@oaic.gov.au
PHONE: 1300 363 992
POST: GPO Box 5218, Sydney NSW 2001

I have carefully read all of the 
information contained in this guide

I have included all of my identifying 
information

I have included my statement 
detailing the loss and damage I 
have experienced as a result of the  
Data Breach

I have answered all the questions in 
Section 6 (“My Statement”) that are 
relevant to me, and my statement 
includes all the things I wish to say 
about the loss and damage I have 
experienced

I have checked that all of my answers 
are complete, true and correct to the 
best of my knowledge

I have included all of the documents I 
wish to rely on in support of my claim 
for loss and damage

I have spoken to my lawyer or 
migration agent about the information 
contained in my statement and 
supporting documents and whether I 
should provide this information to the 
OAIC (if applicable)

I have made a copy of all of the 
information I am sending to the OAIC 
for my personal records

I have signed and dated my statement
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8 Who should I contact if I have any  
questions about my statement?
If you live in Victoria: 

Asylum Seeker Resource Centre OR Refugee Legal
PHONE: (03) 9274 9827 

Monday or Thursday 
2.00pm to 4.00pm

PHONE: (03) 9413 0100 
Wednesday or Friday 
10.00am to 2.00pm

EMAIL: legal_triage@asrc.org.au EMAIL: refugeelegal@refugeelegal.org.au

Refugee Advice & Casework Service 
(Aust) Inc.

OR Asylum Seeker Resource Centre 

PHONE:

EMAIL:

02 8355 7227

admin@racs.org.au

PHONE: (03) 9274 9827 
Monday or Thursday 
2.00pm to 4.00pm 

EMAIL: legal_triage@asrc.org.au

If you live in Christmas Island:

Refugee Legal
ADVICE 
LINE:

(03) 9413 0100 
Wednesday or Friday 
10.00am to 2.00pm

EMAIL: refugeelegal@refugeelegal.org.au

If you live in South Australia, Western Australia, Tasmania or  
the Northern Territory: 

Slater and Gordon Lawyers
EMAIL: databreach@slatergordon.com.au
PHONE: (03) 9602 8658

If you live in QLD or if the organisations listed above are not able to answer your 
questions you can contact Slater and Gordon Lawyers: 

If you live in New South Wales or the Australian Capital Territory:

Refugee Advice & Casework Service (Aust) Inc.
PHONE: 02 8355 7227
EMAIL: admin@racs.org.au


